217

ISSN 1598-3986(Print)
ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2024.34.2.217

214 LiDAR AKX 213 Jlswst 33 F49 4934

Journal of The Korea Institute of Information Security & Cryptology
VOL.34, NO.2, Apr. 2024

= +
gre ey’ slyLut
12SAHSTISII (S, CSHRIA, WALE o1 PE, T%)

Experimental Analysis of Physical Signal Jamming Attacks on Automotive
LiDAR Sensors and Proposal of Countermeasures*

Ji-ung Hwang," Yo-seob Yoon,? In-su Oh,® Kang-bin Yim*
1234500nchunhyang University (Undergraduate student, Graduate student,
Postdoc, Professor)

o oF
=l =

A3 AFsae ot 238 flal 7zl RADAR(RAdio Detection And Ranging), 223 A4 5 5534
9l &< 3= LiDAR(Light Detection And Ranging) AA& 360=l4 AFES QIAsta &A& 4= glr}. shA|qk
o]21g LiDAR AlA+= #HolA & A AelE A3 wltell TAA el 22=]7] 4157 thefFah 2ot gl =3
glth, wepa 2 =FollA+= LiDAR AIAE diate 2 3§ o7 71x] Batk $134l Relay, Spoofing, Replay 34
Ay el Aswgk(Jamming) 349 7R 2 9 £ olfdt FA o] A& AlEle] oA A
v X 938E EAg) AYS F9l, 294 Alswmt 3] LiDAR AlM 9] Al &4 58 o/E FEd S-S
B}, spie] 218
ol ol2lgt 1ol ek

7

grgerel A A4

ol 2=k 7k EA41(Vehicle-to-Vehicle, V2V), v A4 §32 LiDAR B|AAF "ol €A &
o-sabelat 2He-F8) Afake] Wk 73S 9k 712 ol whEkS A A sk g o el A] AlgkE
A &9 ASshe A4S 53R g

ABSTRACT

LiDAR(Light Detection And Ranging) sensors, which play a pivotal role among cameras, RADAR(RAdio Detection And Ranging),
and ultrasonic sensors for the safe operation of autonomous vehicles, can recognize and detect objects in 360 degrees. However,
since LiDAR sensors use lasers to measure distance, they are vulnerable to attackers and face various security threats. In this
paper, we examine several security threats against LIDAR sensors: relay, spoofing, and replay attacks, analyze the possibility and
impact of physical jamming attacks, and analyze the risk these attacks pose to the reliability of autonomous driving systems. Through
experiments, we show that jamming attacks can cause errors in the ranging ability of LiDAR sensors. With vehicle-to-vehicle
(V2V) communication, multi-sensor fusion under development and LiDAR anomaly data detection, this work aims to provide a
basic direction for countermeasures against these threats enhancing the security of autonomous vehicles, and verify the practical
applicability and effectiveness of the proposed countermeasures in future research.
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Table 1. LiDAR sensor attack methods

Type Method Attack Result
Relay The a'ttacker. uses two transc.elvers to relay An obstacle was detected further away than
Attack the LiDAR signal delay the signal and then the actual distance
attack the LiDAR
Spoofin The attacker injects a fake laser pulse | A self-driving car traveling in a simulation
p & reflected from an object from a different | detects a fake obstacle created by an
Attack .
location attacker and stops abruptly
Repla The attacker duplicates the LiDAR sensor’s | The attack caused nearby vehicles traveling
play datagram, stores it in a buffer and plays it | in the same direction to appear to be
Attack . .
back traveling in reverse
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